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Department of Defense Directive

SUBJECT : Policy on Rationalization of NATO and NATO Member Tel ecom
muni cations Facilities

Ref er ences: (a) DoD Directive 2010.7, “Policy of Rationalization

of NATQ NATO Menber Telecommunications Facilities,”
June 13, 1977 (hereby cancel ed)

(b) DoD Directive 2010.6, “Standardization and Inter-
operability of Wapon Systenms and Equi pment Wthin
the North Atlantic Treaty Organization, * Mrch 5,
1980

(c) DoD Directive 1100.4, “Quidance for Manpower
Prograns, " August 20, 1954

(d) DoD Directive 5530.3, “International Agreenents ,"
Decenber 6, 1979

(e) DoD Directive 4630.5, “Conpatibility and Commonal-
ity of Equipnent for Tactical Command and Control,
and Communications, " January 28, 1967

(f) DoD Directive C5200.5, “Comunications Security
(COMSEC) (U), “ April 13, 1971

A.  REISSUANCE AND PURPOSE

This Directive reissues reference (a); establishes DoD policy
governing the rationalization of NATO and NATO nenber telecommuni-
cations facilities; expands the policy guidelines of reference (b);
and delineates responsibilities and cites guidance for manpower uti-

|ization for the operation and nai ntenance of strategic and tactical
communications systens W thin NATO

B. APPLICABILITY

The provisions of this Drective apply to the Ofice of the Secre-
tary of Defense (0SD), the MIlitary Departnents, the Organization of
the Joint Chiefs of Staff (JCS) , the Unified and Specified Commands,
and the Defense Agencies (hereafter referred to as “DoD Conponents”) .
The term“Mlitary Service” refers to the Arny, Navy, Ar Force, and
Mari ne Cor ps.

C. DEFINTIONS

In addition to those definitions contained in enclosure 2 to
reference (b), the followng definition is provided:

Rationalization. The overall concept that includes such neasures
as: (1) consolidation of support activities; (2) Outual cooperation
and support; (3) restructuring of forces; (4) specialization of




appropriate defense tasks; and (5) standardization. In telecomunications,
rationalization includes mutual support actions, such as interconnections,

i nt eroperation, collocation, consolidation, or integration of the separate NATO ~~
and NATO nenber strategic and tactical teleconmunication subsystens and systens.

D. OBJECTI VES

1. One of the principal US. objectives within the NATO Alliance is to
achieve, in concert with US. allies, a nore effective and credi bl e defense

capability through rationalization of NATO defense efforts. In telecommunica-
ations, this entails making command, control, and comunications (C) systens
as interoperable as possible. In sone cases, it may be necessary to depl oy

U. S. personnel and equi pnent to nake systens that support conbined operations
| nt er oper abl e.

2. A second objective is to encourage NATO and NATO nations to cooperate
in, or to make common use of, research, devel opnent, production, and ot her

resources to achieve the greatest degree of interoperable tel ecomunications
and st andardi zati on.

3. Athird objective is enhanced survivability, recognizing that a pri-
mary neans of achieving survivability is through redundancy and reconstitu-
tion. Wthin limts of cost-effectiveness, maxi mum use of existing and pl anned
NATO and NATO nenber tel econmunications facilities shall be nade to inprove
t el econmuni cations survivability.

4, Lastly, the rationalization concept nust be inplenented with regard to
fiscal constraints. To the extent possible, individual project costs to each ~
ally nust be offset by savings in other areas. Overall, the rationalization
and standardi zation program shall enable each ally and the Alliance to inprove
its defense posture cost-effectively by increasing the capacity, reliability,
and survivability of NATO tel econmuni cations systens.

E. POLI CY

1. DoD Conponents shall adhere to U S. -ratified NATO standardi zati on
agreements (STANAGs) when designing or procuring telecomunications equipnent.
The Deputy Under Secretary of Defense for Research agd Engi neering (Conmunica-
tions , Command, Control, and Intelligence (DUSDR&EOT%?) may grant exceptions
for a specific tine period where unique U S. specifications are a nmjor
| npediment to U S. adoption of an otherwi se cost-effective allied system

2. DoD Conponents shall carry out assigned responsibilities contained in
formal |y consummat ed Menoranda of Understanding (MOUs) or simlar docunents
between the U S. Governnent and U.S. Agencies, and NATO and NATO nations, to
include formal U S. commtnents made in support of NATO and NATO nenber tele-
communi cati ons plans, prograns, and policy.

3. \Whenever the United States requires telecomunications facilities and
NATO facilities or facilities of another NATO nenber nation are or can be nade
avai l able, the telecomrunications facilities of NATO or that nation shall be
used to the maxi num extent feasible, provided reliable tel ecomunications for
use can be assured and that such use is cost effective.
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4. \When NATO and NATO nenber telecomunications are nonexistent, inade-
quate, or not cost effective for U S use, the United States shall provide
uni | ateral tel ecomunications--those wholly owned, operated, and maintained by
the U.S. Government, or US. comercial enterprises, or a conbination thereof,
to be used by the United States to provide mninum essential unilateral control
of the U S. forces, and to conplenment NATO and NATO nenber nation tel ecomuni -
cations.

5. Interoperability is to be achieved on a planned, step-by-step basis,
and efforts toward consolidated, collocated, interconnected, interoperable
systems shall result in nutually supportive U S., NATO and NATO nmenber systens
that satisfy NATO, other NATO nenbers, and U S. needs.

a. Interoperability proposals shall be evaluated carefully and vali -
dated when there is assurance that adequate tel econmunications are provided
for essential U S. needs.

b. In itself, a requirement for secure tel econmunications supporting
U.S. unilateral functions is not sufficient basis for U S. ownership, opera-
tion, or maintenance of communications systens if such security nmay be achieved
t hrough encryption or wthout clear text breakout except under U S. control.

6. In determning which form of manpower (U S. mlitary, US GCuvil
Service, local civilian, local mlitary, contract, or conbination thereof) to
enploy, it is inportant to weigh carefully the advantages and di sadvant ages of
each form of manpower, taking into account such factors as potential savings
in cost and manpower spaces and potential degradation of the U S. comunica-
tion system

7. Manning determ nations shall be consistent with the provisions of DoD
Directive 1100.4 (reference (c)).

F.  RESPONSI Bl LI TI ES

1. The Heads of DoD Conponents shall adhere to the policy in this Direc-
tive.

2. The Deputy Under Secretary of Defense (Policy) (DUSD(P)) shall:

a. Devel op DoD C?polic§es and neans to verify DoD Conponent responses
to policies in support of NATO™C rationalization, standardization, and inter-
operability objectives.

b. Review, confirm and prioritize requirements for the research,
devel opment, and acquisition of NATO C’ systens.

C. Estgblishﬁpriorities for U S., NATO, and NATO nmenber requirenments
for U S. telecommunications services and for U S. use of NATO and NATO nenber
t el ecommuni cations facilities.

3. The Deputy Under Secretary of Defense for Research and Epgineering
(Communi cations, Conmand, Control, and Intelligence) (DUSDR&E (C’I)) shall:




a. Supervise application of the policy stated herein.

b. Focus DoD efforts to achieve interoperable and nutually supportive -
telecommunications Wt hin NATO

c. Support the devel opnent and acquisition of interoperable and,
where feasible, standard telecommunications equi pnent, facilities, and systens.

d. Serve as the NATO Integrated Communications Systens Liaison Oficer,
the U.S. focal point for all U S actions in support of NATO Integrated Communi-
cations System (NICS) and the focal point for U S. use of other NATO and NATO
menber telecommunications facilities. Coordinate through the Assistant Secre-
tary of Defense (International Security Policy) (ASD(ISP)) with the Departnent
of State, Departnment of Commerce, Defense Agencies, JCS, and the Mlitary
Departnents, as appropriate.

4. The Joint Chiefs of Staff shall:

a. Function as the validation authority for U S., NATO and NATO
menber requirements for U S. telecommunications services and for U S. use of
O and NATO nenber telecomunications facilities, in accordance w th DUSDR&E
(C'1) policy guidance.

b. Authorize the Commander in Chief, Europe, Conmander in Chief, Atlan-
tic, the Director, Defense Communications Agency (DCA), and the Secretaries of
the Mlitary Departnents to develop draft MOUS for subm ssion and further pro-
cessing by ASD(ISP) and DoD General Counsel in accordance wth provisions of
DoD Directive 5530.3 (reference (d)).

c. Designate lead Mlitary Service and funding responsibilities for

| nt erconnecting and. as appropriate, overbuilding US. , NATO and NATO nenber
syst ens.

d. Ensure that the Directors of the DCA, TRI-TAC Ofice, and the pro-
gramto achieve Joint Interoperability of Tactical Command and Control Systens
are specifically included in the coordination process when interoperability of
tactical comrunications systens or equi pnent may be required with the Defense
Conmuni cation System (DCS) or NICS (DoD Directive 4630.5 (reference (e)).

5. The Commander in Chief, Atlantic (CINCLANT), shall review and submt
CINCLANT user requirenents to enpl oy NATO and NATO [ enber tel econmunications
services and NATO and NATO menber requests to enploy U S. tel ecomunications
services to JCS

6. The Commander in Chief, Europe (CINCEUR), shall review and submt to
JCS, U S. European Conmand (USEUCOM), user requirements to enpl oy NATO and
NATO nenber tel ecommuni cations services and NATO and NATO nenber requests to
enploy U.S. telecommunications services to JCS, and nonitor the inplenmentation
status of U S. support to NICS and other NATO projects through the USEUCOM
conponent comanders in Europe.
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7. The Secretaries of the Mlitary Departnments shall

a. Submt JCS-approved NATO and NATO nenber tel econmunication re-
quirements for DCS and U S. requirenments (involving the DCS) for inclusion in
the DCS Five Year Program (FYP).

b. For projects involving interfaces between non-DCS and NATO and
NATO menber tel econmunications systens:

(1) Participate in all negotiations concerning recognized require-
ment s.

(2) Wrk to completion all MOUS, letters of agreenent, or simlar

docunments, based on the guidelines provided by JCS and DoD policy (DoD Direc-
tive 5530.3, reference’' (d)).

(3) Provide overall U S [ anagenent of systemto-systeminter-
faces, unless otherw se directed by the JCS.

c. To the extent that such projects are consistent wth budget appro-
priations and the Secretary of Defense’s Consolidated Guidance, fund validated
projects that support U S., NATO, and NATO nenber tel econmunications objectives
and approved or planned interfaces between non-DCS, NATO and NATO nenber
syst ens.

d. As tasked by a formal MOU (validated by the JCS and authorized
under the provisions of DoD Directive 5530.3 (reference (d)), or as tasked by
the JCS, provide, operate, and maintain equipnment, facilities, and systems (or
services) required to support U.S., NATO-U.S., and NATO nenber tel ecommuni ca-
tions objectives.

e. As appropriate, assist DCA in representing U S. interests within
NATO communi cati ons foruns.

f. Coordinate with DCA, when required.

8. The Director, Defense Communications Agency, shall

a. Provide technical support for U S., NATO and NATO nenber telecom
muni cations objectives by participating in designated telecomunications
architectural devel opnent and design and by participating in the devel opnent
of tel ecommuni cations standards.

b. Include all JCS-validated DCS interfaces with NATO and NATO nenber
systens and U.S. NICS projects in the DCS FYP and the Defense Satellite Com
muni cations System FYP Plan. Recomend specific funding responsibilities and
lead MIlitary Service assignments through the established program review
processes.

c. Request appropriate NATO tel ecommuni cations bodies to provide
updat ed cost and schedule data for NICS and U.S. DCS and NATO- rel ated projects
I n tel econmuni cations plans and prograns for inclusion in the annual FYP.



d. For projects involving interfaces between the DCS and NATO and
NATO nenber tel ecommuni cations systens:

(1) Participate in all negotiations concerning recognized require- ~—
ment s.

(2) Wrk to conpletion all MAS, letters of agreenents, or sim-
| ar docunents, based on guidelines provided by OSD or JCS policy.

(3) provide overall U S. management of systemto-system inter-
faces in conjunction with a lead MIlitary Service, unless otherw se directed

by OSD or the JCS.

9. The Director, National Security Agency/Chief, Central Security Service,
shal | provide communi cations security support, in accordance with the pro-
visions of DoD Directive C5200-5 (reference (f)).

G  EFFECTI VE DATE AND | MPLEMENTATI ON

This Directive is effective imediately. Forward two copies of inple-
menting docunents to the Deputy Under Secretary of Defense for Research
and Engi neering (Communications, Command, Control, and Intelligence) within
180 days.

Ué: (CY’
Deputy Secretary of Defense



